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What they were doing

AI
Transformers, Graph 

neural Networks

Models needs large datasets for training

↓

AI community ≠ Security experts

↓

Use formal methods based detectors to label large 
corpora of contracts

↓

Train models on that dataset   Very old contracts, deprecated syntaxes, 
different definitions of vulnerabilities→



Detection Tools



A reasonable doubt

AI detector as good as the tool used for labeling…

…but how good are these tools?

Meanwhile… LLMs start to be widely used. Can they do better?



A fair setup

1) One single vulnerability: REENTRANCY

2) Assessment of detection tools/LLMs according to:

Reliability (correctness) + Robustness (functionality) = Dependability

3) Need of manually labeled dataset(s) to avoid circularity

4) Can LLMs help us in the labeling process?
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Aggregation of 432 contracts from 3 among the most used benchmarks claimed to be manually inspected:

 - Consolidated Groundtruth (Smarbugs research group)
 - HuangGui dataset (vulnerability injection)
 - “Turn the rudder” dataset (manual inspection, ICSE23)
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At a certain point, we had seen so 
many contracts that we decided to 
synthetize our own dataset and a 
operational definition of reentrancy
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Reentrancy
A contract is vulnerable iff:
1) it performs an external call to attacker-controlled code;
2) execution later performs a state update affected by that interaction;
3) reentrant execution reaches a state that cannot be reproduced without reentrancy.



Datasets: Reentrancy Scenario Dataset

● 143 Minimal Working Examples (MWEs)
● Very high coverage of possible external calls (all primitives, high level calls)
● Simple AND complex reentrancy scenarios (cross contract reentrancy, read only, attacks from 

constructor)
● Some of the most common contracts (ERC20, proxies)
● Modern Solidity (v 0.8.20)
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Two datasets, different purposes
Aggregated Benchmark

Assess performance on real world contracts
Include old versions of contracts (Solidity 0.4/0.5)

Address RELIABILITY

Grant FAIRNESS of the evaluation

RSD

Assess the robustness of the tools 

Address ROBUSTNESS (and reliability)

Grant evaluation to be HIGH COVERAGE



About Reliability
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Evaluation Results
Low Precision:
many false positives

Low Recall:
many false negatives

Low Error: high 
robustness



Takeaways

Finding 1
There is no consensus definition of reentrancy

Finding 2
Tool dependability has degraded over time

Finding 3
Modern LLMs are already competitive baselines (and extremely useful for labeling)



Thank you!


