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Use Case: Italian legislative process
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Institutional and
governmental context

e Separation of Powers
e Institutional Autonomy

Transparency
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WHY Separation of Powers Is a Design Constraint

The Constitutional Mandate:

eArt. 70 Cost.: both chambers must
approve identical legislative text (perfect
bicameralism)

eArt. 97 Cost.: transparency is an
enforceable obligation, not a policy choice

eCorte Costituzionale n. 235/2015:
consolidation of legislative data into a
unified repository under any single
institutional actor is constitutionally
prohibited

The Structural Tension:

e|nter-institutional coordination is
mandatory (navetta parlamentare)

eCentralized coordination is forbidden
(CC 235/2015)

eEach chamber must retain full
autonomy over its internal deliberative
process
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The multi-chain
architecture is not an
engineering preference.
It is the only
architectural model
that satisfies both
constraints
simultaneously.
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WHAT Should Be Shared
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This asymmetry
directly defines the
bridge's functional
scope:

what MUST be shared
should trigger
automatic cross-chain
fransmission,

what MAY be shared
requires authorized
user action,

what MUST NOT be
shared never traverses
the bridge.
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Our Multi-Chain Architecture
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Our Multi-Chain Architecture

Private Institutional

Blockchains
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Traditional cross-chain bridges
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Traditional cross-chain bridges

- -1

Problems found in existing literature solutions:

- Financial context

- Solidity-based smart contracts

- Need to focus on: confidentiality, traceability, accountability and integrity
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Cross-Chain bridge

Inter-Institutional Blockchain

Authorized User
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Cross-Chain bridge
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Threat model

Off-chain (interface)

On-chain Smart Contracts

Cross-Chain bridge

Off-chain (backend)

I On-chain entities

l Area of interest

XSS

Unauthorized Access

Impersonation

Smart Contracts Vulnerabilities

DoS

l Events Tampering
Spoofing

l Privilege escalation

l Attack vector identified
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I Authentication mechanism
I Accountability

IOTA Identity

I Input validation and sanification

Zero Trust

I Document Wrapper

I IOTA blockchain

I Move language
B TLsHTTPS

l Smart Contracts logic

l Mitigation technique
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Performance Evaluation
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( create document )

| |

Senate

( update and edits on document )
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Results

Comparative Blockchain Processing Time by Agent Count
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Wrapping up

* Multi-chain architectures can support institutional collaboration without sacrificing decentralization,
security, or constitutional guarantees.

* Bridges can constitute exposed attack surfaces, but a robust architecture can be developed considering
not only financial applications.

* The security measures implemented leveraging the technologies properties and specific design patterns
improved the security of the overall system without interfering on its performances.
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Wrapping up

* Multi-chain architectures can support institutional collaboration without sacrificing decentralization,
security, or constitutional guarantees.

* Bridges can constitute exposed attack surfaces, but a robust architecture can be developed considering
not only financial applications.

* The security measures implemented leveraging the technologies properties and specific design patterns
improved the security of the overall system without interfering on its performances.

Open challenges

e Technical: Accountability mechanisms and transaction signing responsibilities
* Legal: existing parliamentary regulations do not address algorithmically
generated institutional attestations
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